Footprint - Collaborative Remediation C da

An overview of CODA Footprint's remediation capabilities

CODA Footprint’s new Collaborative Remediation capabilities offer a complete view of what needs to be remediated, centralized
vulnerability management into a single pane of glass across security & IT operational teams, prioritization, and integrated tracking
for all your vulnerability remediation workflows from detection to fix confirmation.

This set of new tools supports your IT, Security and Application teams in mitigating threats and decreasing risk by offering a
complete picture across your Organizational Footprint in a friendly and collaborative way.

Vulnerability Hunting:

Empower your team with centralized vulnerability hunting capabilities, offering a complete single pane of glass view to identified
vulnerabilities across your entire install base. This vulnerability centric point of view allows you to proactively assess and prioritize
remediation, enhancing your organization's security resilience.

Our new Vulnerability Hunting Report focuses on specific findings and shows their occurrence frequency, current status and
affected devices all-in-one screen. Once a new vulnerability is in the news simply filter and click to see if you are affected and
what is the magnitude of your exposure.
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O cvezo14-0012 The get_lcu_disp_value_src_php function in Yes O 9 CRITICAL ® 59 0 39 NETWORK 06072023  31.01.2024 Q0@ 00 0@ 0 Applications: 1 [i::]=]
ext/intiflocaleflccale_metnods.c in PHP before 5.3.29, [ @00 00 0@ 1 Devices:1 =]
5.4 betore 5.4.30, and 5.5.x before 5.514 does not
properly restrict calls to the ICU uresbund.cpp
component, which allows remote attackers to cause a
denial of service (buffer overfiow) or possibly have
unspecified other impact via a
locale_get_display_name call with a long first

@ argument.

O cve2015-4m8 Use-after-free vuinerability in the spl_ptr_heap_insert  Yes Q 98 CRITICAL ® 59 O 39 NETWORK 06.07.2023 31,01.2024
function In ext/spl/spl_heap.c In PHP before 5.5.27 and [
5.6.% before 5.6.11 allows remote attackers to execute

0 Applications: 1 =
1 Devices:1 &

eo
oo
oe
oo
[eYe)
oe

arbitrary code by triggering a falled
SpiMinHeap::compare operation

i O cve-z015-4500 The SoapFault:._toString method in ext/soap/sosp.c  Yes Q 98 CRITICAL @ 50 0 39 NETWORK 06.07.2023 31.01.2024 O 0@ 00 0@ 0  Applications: 1 [e::]=]
in PHP before 5.4.40, 5.5.x before 5.5.24, and 5.6.x b @00 00 0@ 1 Devices:1
before 5.6.8 allows remote attackers to obtain

sansitive Information, cause a denial of service
~ (application crash), or possibly execute arbitrary code
reports via an unexpected data type, related to a “type

confusion® issue

o O cve-2015-4600 The SoapClient Implementation in PHP before 5.4.40,  Yes Q 98 CRITICAL ® 59 0 39 NETWORK 06072023 31,01.2024 O 0@ 00 0@ 0 Applications: 1 =]
5.5 before 5.5.24, and 5.6.x before 5.6.8 allows b @00 00 0@ 1 Devices:]
remote attackers to cause a denlal of service
(application crash) or possibly execute arbitrary code

il via an unexpected data type, related to "type
confusion” issues in the (1)

SoapClient::_getLastRequest, (2)
SoapClient::_getLastResponse, (3)
SoapClient::_getLastRequestHeaders, (4)
SoapClient::_getLastResponseHeaders, (5)
SoapClient:_getCookles, and (6)
SoapClient:_setCookie methods.

CVE-2015-4801 PHE hafare 567 miaht allow remate AttACKers to No. o an CRITICAL & sa 0o ag NETWORK 08072023 21,01.2024 O oM 0O 0 M 0 Anolications: 1 [+ Tom ]

The New Technical Report:

Introducing our all-in-one Technical Report, providing a complete view of active and closed vulnerabilities. This report offers a
comprehensive overview, enabling you to identify trends, prioritize actions, and make informed decisions to strengthen your
security posture. The new technical report offers a complete view of all findings and their status along with accurate first detection
time, publish time and remediation time.
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Technical Report

View and analyze discovered vulnerabilties
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ngfw.codacloud. 40.88131.209 CVE-2015-0204 Closed | Fix The ssl3_get_key_exchange function Itis No @ 53 Q38 © 18 HIGH @ H
net Confirmed In s3_cint.c in OpenSSL before recommended to
0.9.82d, 1.0.0 before 1.0.0p, and disable the
deprecated
TL5V1.0 andfor
TLSV11 protocols

18.03.2022 09.01.2015 29.03,2023 30,03,2023

in favor of the

® TLSV12

ngfw.codacloud.  40.88131.209 CVE-2011-3389  Closed | Fix The SSL protocol, as used In certain ~ 1tis Yes @53 O35 @16 NONE @ 18.03.2022 06.09.2011 20.03.2023 30032023
net Confirmed configurations in Micrasoft Windows recommended to 1 )

and Microsoft Internet Expl disable the

deprecated

TLSV1.0 and/or

TLSV11 protocols
ﬂ in favor of the

TLSVI2

Confirmed In s3_cint.c In OpensSL. bafore recommended to
09,624, 1.0.0 before 1.0.0p, and disable the
deprecated
TLSV1.0 and/or
TLSV1. protacols
Q in favor of the
TLSV12

ngfw.codacloud 40.88131.200 CVE-2015-0204 Closed / Fix The ssl3_get_key_exchange function Itis No @ 53 Q 36 Q 16 HIGH @ H 05.06.2022 09.01.2015 30.03.2023 2510.2023
P net ]

Pro Tip: Useful filters are available for you to expand using the left side arrow (collapsed by default)
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The Action Plan:

Our comprehensive Action Plan feature offers complete tracking of the remediation workflow from detection to fix confirmation.

Complete with remediation deadlines and alerts for breach of remediation schedule. Will allow assignment to remediation owners
and approval of remediation actions so you can now efficiently manage each step of the process, ensuring timely resolution and
minimizing potential risks.

This feature boosts cooperation between multiple teams as it allows assignment based on ownership, status update emails and
complete audit tracking and approval requests for False Positive or Accept Risk actions.

Install KB5012647

2022-04 Gumalative Update for Windows Server 2019 for x84-based Systems (KBS5012647). A security issue has been identified GRS Max. CRS Max. CVSS
in a Microsoft seftware product that could affect your system. You €an help protect your system by installing this update from al 18, 4 242 9.8

Microsoft. For a complete listing of the Issues that are included In this update, see the associated Microsoft Knowledge Base

article. After you install this update, you may have to restart your system.
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The Action Plan report does not only allow tracking ' ' e
of vulnerability remediation workflows but allows
empowers Security Teams to re-classify risks by
adding Custom Mitigations and decrease CRS
through innovative solutions if patching or decom-

missioning is not possible.
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If you wish to perform workarounds through
reconfiguration, add virtual patching or segment off
vulnerable hosts to decrease effective risk then the
new Action Plan is the tool for the job.

© non 3 104202 oasza02s

e (|

It also tracks accepted risks and re-opens actions after the exception expired. It is also integrated with the scanning
engine and can re-open actions where a scan has re-detected a previously closed vulnerability or even prevent closing of
tickets where the scanner has not confirmed the fix through a new vulnerability scan.

Accept Risk on action ® Summary:

L8 s S o et TR e B i e Using the complete toolset offered by Coda Footprint empowers you to

Reasan identify what needs to be addressed, prioritize and act toward
remediation.

() To edit the existing mitigation options, go to Client Settings in Settings Menu

Mitigation options Then it offers complete tracking of actions and control of the remediation
timeline with deadlines, alerts, and audit logs. True vulnerability lifecycle

s0%" Applied Workaround management in one complete solution.

Implemented IPS for known exploits

75%) Virtual Patching : Next steps:
%’ Added an IPS for known exploits

Get in touch with your partner today to get the newest Collaborative
Remediation capabilities enabled for your CODA Footprint environment!

[ Add a new mitigation option ]

Approval documents

Click to upload a new document

Formats accepted: .pdf, .eml, .msg

Accept Risk Deadline Feb 13, 2024



